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MHCTPYKLIMH 3a UHCTA/IMPaHe Ha MncBalla cep‘rudmxau,uonna Bepwura
3a 4OCTbN A0 CTPaHULUATA HA MHTepHeT 6aHKUpaHe

1. Csanarte cepTnduKaTta Ha BalMA KOMMNIOTbP OT CAeAHUA NINHK
https://sectigo.com/knowledge-base/detail/Sectigo-Root-Certificates/kA031000000c4KV
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‘F\Ie Edit View Favorites Tools Help

E 0  Support

ECT,GD . Shop Certificate Lifecycle Management Partners Resources

Order Status Checker
Category
Submit a Ticket —- No filter —-

SECTIGO ARTICLES

ECTIGO Sectigo Root Certificates

Support Videos

Sectigo Validation . P
Code & Deocument Signing Certificates SeCtlgO ROOt Ce rtm Cates

Domain Validated (DV) Certificates

elDAS / QWAC Certificates

Extended Validation (EV) Certificates

Organization Validated (OV) Certificates

S/MIME (email) Certificates 1 USERTrust RSA Certification Authority - https://ert.sh/?id=1199354

Domain Centrol Validation (DCV) 2. USERTIust ECC Ceriification Authorily - https:/icrt. sh/?id=2841410

Sectigo Root Certificates

Currently Sectigo operate 4 ‘modern’ root certificates:

Advisory Notices
SS5L Validation FAQs
How doI

3. COMODO RSA Certification Authority - https:/icrt.sh/?id=1720081

4 COMODO ECC Certification Authority - https:/iert.sh/?id=2835394

Uzbupare ceprudukara mocoyen B .1 USERTrust RSA Certification Authority
https://crt.sh/?2id=1199354

OrtBaps BU ce crneaBalla cTpaHuua


https://sectigo.com/knowledge-base/detail/Sectigo-Root-Certificates/kA03l000000c4KV
https://crt.sh/?id=1199354
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File Edit View Favorites Tools Help
Criteria ID ="1199354
ert.sh ID 1199354
Summary Root certificate
Certificate Transparency Log entries for this certificate: Active Logs for which this certificate is an Accepted Root Certificate:
Timestamp = Entry # Log Log URL Chromium  Apple Log Log URL ~
Operator Status Status  Operator
2015-08-20 6076396 |Google https://ct.googleapis.com/rocketeer Usable Usable  Cloudflare hitps://ct.cloudflare.com/logs/nimbus2022
18 utc : : Usable Usable  Cloudflare https://ct.cloudflare.com/logs/nimbus2023
2015-08-21 8861390 | Google https://ct.googleapis.com/pilot Usable Usable  DigiCert https://nessie2022.ct.digicert.com/log
Audit details Auditor Standard Audit BR Audit EV SSL Audit Documents CCADB Qwner / Certificate
D i via the CCADB ) WebTrust: 2022-06-27 WebTrust: 2022-06-27 WebTrust: 2022-06-27 . Root CA: Sectigo
BDO International Limited| 5551 45,51 15 2022:03.31) | (202140401 10 2022-03.31) (20210641 10 2022.0331) . CP8  00100000000rMBVAAF T "oy - Sectigo
Telemetry CERT VALIDATION SUCCESS BY CA
c Mozilla
Revocation Mechanism  Provider Status  Revocation Date Last Observed in CRL  Last Checked (o
ocsP The CA  Check ? n/a ?
Report a picblem CRL The CA  NotRevoked n/a 2022-08-18 o0s:
- E CRLSet/Blocklist Google  Not Revoked n/a
disallowedcert.stl Microsoft Mot Revoked n. n/a
OneCRL Mozilla  NotRevoked n/a n/a n/a
Certificate Fingerprints SHA-256 E793COB02FDSAAT3E21C231228ACCEB08119643B749C89836481746D46C3D4CBD2 SHA-1 2B8F1B57330DBBA2D07AGC51F70EESODDABIADSE
Certificate | ASN.1 | Graph | pv Certificate:
Data:
Hide metadata Version: 3 (8x2)
) Serial Number:
Eun cablint 91:fd:6d:30:fc:a3:ca:51:a8:1b:bc:64:0e:35:03:2d
Run x508lint Signature Algorithm: sha384WithRSAEncryption
Issuer: (CAID:1167
Bun zlint
commonName = USERTrust RSA Certification Authority
organizationName = The USERTRUST Network
localityName = Jersey City
state0rProvinceName = New .lersev

OTuBarte B 1ABO, Ha ONUMATA 3a CBaNAHE

Download Certificate: PEM

Do you want to save 1199354.crt (2.04 KB) from crt.sh? Cancel

2. CsansTe v oTBapaTe daitna Ha cepTndMKaTa 1 BM ce NOABABA eKpaHa 3a MHCTaIMpaHe Ha
cepTuduKaT B T.3 (aKo Beye cTe ro 3anasuiu, KAnKaTe ABa NbTU BbPXY HEro 3a Aa ce 0TBopw).

] 1199354, crt

3. WM3nbaHABaATe NOCaen0BaTe/IHO CNeAHUTE CTHNKM NOKa3aHM Ha no-A0Ny Ha eKpaHUTe
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Certificate I

General | petails | Certification Path |

E Certificate Information

This certificate is intended for the following purpose(s):

* Ensures the identity of a remote computer -
+ Proves wour identiby ko a remoke compuker

+ Protecks e-mail messages

* Ensures software came From software publisher

* Protects software from alkeration after publication

+ Allows daka ko be signed with the current time LI

Issued bo:  USERTrust RSA Certificakion Authoriky

Issued by: USERTrust RSA Certification Authority

valid from 2/ 1/ 2010 to 1) 19} 2038

( Install Certificate. ., ) Issuer Statement |

Ik |
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Certificate Import Wizard | x|

Welcome to the Certificate Import
Wizard

L == This wizard helps vwou copy certificates, certificate trust
"= %"P ] lists, and cettificate revocation lisks from wour disk to a
certificate skare,

|
J
!
Tal

4 certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or ko establish secure network
connections, & certificate store is the system area where
certificates are kepk,

Ta cankinue, click Mext,

o

= Back Mext = I Cancel | d

Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically seleck a cerkificate skare, ar you can specify a lacation For
the certificate.

¥ automatically select the certificate store based on kthe bype of certificate
i~ Place all certificates in the Following store

Cerhificate store:

Browse, .. |

Learn mare abouk cerkificate stores

< Back I Mexk = I Cancel
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Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificabes are kept,

Windows can automatically select a cerkificate skare, or you can specify a location For

the certificate.

" Automatically seleck the certificate store based on the bype of certificate

{* Place all certificates in the following store

Certificate store:

I Browse, ., |

Learn mare abouk cerkificate stores

< Back I Mexk = I

Cancel

Certificate Import Wizard

Select Certificate Store |

Seleck the certificate stare wou wank ko use.

| Intermediate Certification Authorities
| Trusted Publishers

L Linkensted Certificates l
1 | >

[~ Show physical stores
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]
Certificate Import Wizard Ei

Certificate Store

Certificate stores are swskem areas where cerkificates are kepk.,

Windows can automatically select a certificate stare, or you can specify a lacation For
the certificate.

 Aukomatic e store based on the bype of certificate

i+ Place all certificates in the Following store

Certificate store:

Trusted Rook Certification Authorities | Erowse. .. I

Learn mare about certificate stores

= Back Mext = Cancel

Certificate Import Wizard

Completing the Certificate Import

Wizard
- The certificate will be imparted after you click Finish.
\f'_.. -
'¢::_f;1/ ¥aou have specified the Following settings:

== =t N = Trusted Rook Certifice

Certificate Store

ontent Certificate

_f

< Back (I Fimish Cancel
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Security Warning

You are about to install a certificate from a certification authority (CA)
r. l % claiming to represent:

USERTrust RSA Certification Authority

Windows cannot validate that the certificate is actually from "USERTrust
RSA Certification Authority”. You should confirm its origin by
contacting "USERTrust RSA Certification Authority”. The following
number will assist you in this process:

Thumbprint (shal): 2B8F1B57 330DBBA2 DOTAGC51 FTO0EE0D
DABIADSE

Warning:

If you install this root certificate, Windows will automatically trust any
certificate issued by this CA. Installing a certificate with an unconfirmed
thumbprint is a security risk. If you click "Yes" you acknowledge this
risk.

Do you want to install this certificate?

Certificate Import Wizard |
C The importt was successful,
U32omeun:

Exkunvm Ha MHeecmbaHK



